IMPORTANT - SCAM ALERT!

Employers in neighboring states have reported a new scam to deceive them to either open a document, click on
a link or reply to the email purportedly sent from The Division of Unemployment Assistance (DUA). The e-
mail has been sent disguised as important information from the New York Division of Unemployment
Assistance, the Massachusetts Division of Unemployment Assistance, and the Tennessee Division of
Unemployment Assistance.

If you receive an e-mail from the domain “@detma.org”, do not reply to the message and do not click on the
link in the message. This is an identity theft scam. ADOL does not request information on behalf of other states,
nor do we request confidential information be sent over e-mail. The Alabama Department of Labor (ADOL)
does not send e-mails that contain attachments. E-mails originating from ADOL will be from the domain
“@Ilabor.alabama.gov”. If you are concerned you may be missing an important message from ADOL, please
log in to your e-Gov account directly.

Examples of the scam e-mails are below. Please be vigilant- if the e-mail looks like the images below, DO
NOT OPEN OR RESPOND TO IT. If you believe your identity has been compromised, please contact
local law enforcement and take steps to protect your identity and that of your employees.



Action Required - Time Sensitive Material

Ipass@detma.org on bahalf of “NY Division of Un=mployment Assistance” ddetma.org -
<lpass@detma.ong>"
Thu 11708712 B:13 AM

A forrmar employes(s) of your empany or ofganization recently filed a claim for benefits with the New York
Division of Unemplayment Assistance (DUA).

hmmmmkmlm.mmlmmnmﬁmmmwmmﬂuam requested o

Provide Wage and Saparation information (Form 1062/1074)
AndfOr

Privide Separation Pay Information
I!r-ﬂ-.udnmtprm-idaﬁ#lﬂmﬂm,mmhﬂmrgutkmwanMnaDnnnw:mﬁeddm.Tﬁ
proside this information electronicalty, in ko the System

. . mw ] B i an the OUA website and compiete

This message may contain privileged andjor confidential information. Lirdess you are the addresses (O uthorzed
o recebve for the addresses), wunufnmmmw.mmlnm,mMImhmﬂﬂmﬁ
any infarmation contained in the message.

Thank Yo

This e-maill message, Indudng :wmuhﬂtm&uﬁeu{MWMpﬁmﬁ:}nmmmﬂn
confidential and privileged information, Any unauthorized review, use, disclosure, or distrilbutson ks strictly
prohibited and may be the subject of legal action. Thank yeu,

From: Unemployment Assistance@detma.omg [claim@@detma.org]
Seant: Friday, November 09, 2012 1:59 PM

oz debbie@iapindustriesinc.com

Subject: Action Required - Time Sensitive Material

Attachments: Unemployment_case._zip

A former employee(s) of your company or organization recently filed a claim for benefits with
the Division of Unemployment Assistance (IDUA).

In order to process this claim, DUJA needs information about each former employee. You are
reguested to:

= Provide Wage and Separation information (Form 1062/1074)
And/Or

+ Provide Separation Pay Information

If you do not provide this information, you may lose your right to appeal any determination
made on the claim. To provide this information electronically, please print attached claim (file)
and complete any cutstanding forms.

This message may contain privileged and/or confidential information. Unless you are the
addressee (or authorized to receive for the addressee), you may not use, copy, disseminate,
distribute or disclose to anyone the message or any information contained in the message.

Thanl Y ou.
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